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Data Protection Policy 

Live Music Now Scotland 
Data Protection Policy 2026 

 
1. Introduction 
Live Music Now Scotland (LMNS) is committed to protecting the personal information of all 
individuals with whom it works, including participants, musicians, staff, volunteers, trustees, 
donors, supporters, partner organisations and members of the public. 

This policy sets out how LMNS manages personal information in accordance with UK data 
protection legislation and demonstrates our commitment to lawful, fair and transparent 
processing of personal data. 

Live Music Now Scotland operates within the legal and regulatory framework of Scotland and the 
United Kingdom. This includes compliance with the UK General Data Protection Regulation (UK 
GDPR), the Data Protection Act 2018, guidance issued by the Information Commissioner's Office 
(ICO), Scottish safeguarding legislation, and Disclosure Scotland requirements relating to 
regulated roles and PVG Scheme membership where applicable. 

Live Music Now Scotland is registered with the Information Commissioner's Office (ICO) and 
complies with all applicable data protection requirements. 

This policy should be read alongside the LMNS Privacy Notice, Records Retention Policy, 
Safeguarding Policy and any related procedures. 
 
2. Scope 
This policy applies to: 

• trustees 
• employees 
• freelance consultants 
• musicians acting on behalf of LMNS 
• volunteers 
• contractors 
• anyone processing personal information on behalf of LMNS 

The policy applies to all personal data held by LMNS, whether stored electronically, in paper 
form, or by approved third-party systems. 
 
3. Data protection principles 
LMNS will ensure that personal data is: 

• processed lawfully, fairly and transparently 
• collected for specified, explicit and legitimate purposes 
• adequate, relevant and limited to what is necessary 
• accurate and kept up to date where required 
• retained only for as long as necessary 
• processed securely and confidentially 
• managed in a way that enables individuals to exercise their rights 

All staff, freelancers, volunteers and trustees share responsibility for ensuring these principles 
are followed. 
 
 
 
 
4. Roles and Responsibilities 
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Board of Trustees 
The Board has overall responsibility for ensuring that LMNS complies with data protection 
legislation and maintains appropriate policies and procedures. 

Chief Executive Officer 
The CEO is responsible for: 

• overseeing data protection compliance 
• reviewing policies and procedures 
• reporting significant risks or breaches to the Board 
• ensuring appropriate contracts are in place with third-party providers 
• delegating the day-to-day responsibility for data protection compliance to an 

appropriately designated senior manager, while retaining overall accountability for 
compliance. 

Head of Programmes / Operations Officer 
The Head of Programmes is responsible for: 

• implementing this policy 
• providing guidance and training 
• managing subject access requests 
• maintaining secure systems and processes 
• supporting breach management and reporting 
• overseeing safeguarding-related data management 

Communications Manager 
The Communications Officer is responsible for: 

• ensuring appropriate permissions are obtained for photography, audio and video 
content 

• ensuring promotional activity complies with data protection requirements 
• responding to media-related data protection enquiries 

Staff, Freelancers, Musicians and Volunteers 
All individuals acting on behalf of LMNS are responsible for: 

• following this policy 
• protecting confidential information 
• reporting data breaches or concerns immediately 
• only accessing information necessary for their role 

 
5. Lawful Basis for Processing 
LMNS processes personal information under one or more lawful bases including: 

• consent 
• contractual necessity 
• legal obligation 
• legitimate interests 
• vital interests where safeguarding or welfare concerns arise 

Where consent is relied upon, individuals may withdraw that consent at any time. 
 
6. Special Category Data 
In some circumstances LMNS may process special category personal data. 

This may include information relating to: 
• health or medical conditions 
• disability or access requirements 
• safeguarding concerns 
• equality monitoring information 
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Such information will only be collected where necessary and will be subject to appropriate 
safeguards and restricted access. 

LMNS may also process limited criminal offence information where required for safeguarding, 
recruitment, Disclosure Scotland or PVG Scheme purposes. Such information will only be 
processed where permitted by law and with appropriate safeguards, access controls and 
retention arrangements. 
 
7. Children and Protected Adults 
Many LMNS projects involve children, young people and protected adults. 

LMNS recognises its responsibility to protect the privacy, dignity and wellbeing of these 
individuals. 

Personal information relating to children and protected adults will only be collected where 
necessary for: 

• project participation 
• safeguarding and welfare 
• communication and administration 
• access and support requirements 
• evaluation and reporting 
• photography, audio or video permissions 

LMNS will seek appropriate consent where required and will minimise the collection and 
retention of identifiable information wherever possible. 

LMNS works within the Scottish safeguarding framework, including the Protection of Vulnerable 
Groups (Scotland) Act 2007, as amended by the Disclosure (Scotland) Act 2020, and 
associated Disclosure Scotland guidance. Individuals carrying out regulated roles involving 
children or protected adults may be required to hold appropriate PVG Scheme membership. 
 
8. Safeguarding Information 
Safeguarding information requires particular care and confidentiality. 

Access to safeguarding records will be restricted to authorised personnel with a legitimate 
need to know. 

Safeguarding records will be stored securely and retained in accordance with the LMNS 
Records Retention Policy. 

Information may be shared with relevant authorities where required to protect a child, 
protected adult or other individual from harm. 

Where appropriate, this may include Disclosure Scotland, Police Scotland, social work 
services, local authorities, regulatory bodies or other agencies with safeguarding 
responsibilities. Information sharing will be proportionate, necessary and consistent with 
applicable legislation and safeguarding guidance. 
 
9. Evaluation and Impact Data 
LMNS collects information to evaluate the quality and impact of its work and to meet reporting 
requirements to funders and stakeholders. 

This may include: 
• participant feedback 
• surveys and questionnaires 
• interviews and case studies 
• attendance information 
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• outcome and impact data 

Where possible, information used for evaluation will be anonymised or pseudonymised. 
Identifiable participant information will only be retained for as long as necessary to complete 
evaluation and reporting requirements and will then be securely deleted or anonymised in 
accordance with the Records Retention Policy. 

Access to evaluation data will be restricted to authorised personnel. 
 
10. Photography, Audio and Video Recordings 
LMNS may create photographs, audio recordings and video recordings during projects, 
performances, workshops, rehearsals and events. 

These materials may be used for: 
• project documentation 
• evaluation 
• reporting to funders 
• communications and marketing 
• organisational archives 

Appropriate consent will be obtained where required. 
 
LMNS will clearly explain: 

• the intended use of recordings 
• where recordings may appear 
• how long they may be retained 
• how consent may be withdrawn 

Special care will be taken when recording or publishing material involving children and 
protected adults. 

Images and recordings will be reviewed periodically and retained only where there is an ongoing 
operational, reporting, promotional, safeguarding, legal or archival reason for doing so. Material 
of historical significance may be retained as part of the organisation's archive. 
 
11. Data Security and Storage 
LMNS takes appropriate technical and organisational measures to protect personal 
information. 

These measures include: 
• password-protected systems 
• multi-factor authentication where available 
• restricted access permissions 
• secure cloud-based storage 
• secure disposal procedures 
• staff training and awareness 

Personal information must only be stored on approved LMNS systems and must not be retained 
on personal devices unless authorised and appropriately secured. 

Where approved third-party providers process information outside the United Kingdom, LMNS 
will ensure that appropriate safeguards are in place in accordance with UK data protection 
legislation. 
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12. Data Sharing 
LMNS does not sell personal information. 

Information may be shared where necessary with: 
• schools, venues and project partners 
• funders and evaluators 
• professional advisers 
• IT and service providers 
• safeguarding authorities 
• regulatory or legal bodies 
• Office of the Scottish Charity Regulator (OSCR) and other regulatory bodies where 

required 

Any third-party processing information on behalf of LMNS must provide appropriate assurances 
regarding security and compliance. 
 
13. Individual Rights 
Individuals have rights under UK data protection legislation including: 

• the right to access their information 
• the right to rectify inaccurate information 
• the right to request erasure in certain circumstances 
• the right to restrict processing 
• the right to object to processing in certain circumstances 
• the right to withdraw consent where applicable 

Requests should be submitted to the Head of Programmes via info@livemusicnow.scot. 

LMNS will respond within the timescales required by law. 
 
14. Data Breaches 
All actual or suspected data breaches must be reported immediately to the CEO or Head of 
Programmes. 

LMNS will: 
• investigate the breach 
• take steps to minimise harm 
• maintain records of breaches 
• notify affected individuals and the Information Commissioner’s Office where legally 

required 
 
15. Records Retention and Disposal 
LMNS will retain records only for as long as necessary and in accordance with its Records 
Retention Policy. 

When records are no longer required they will be securely destroyed or permanently deleted. 
Particular care will be taken when disposing of safeguarding, personnel, evaluation and 
financial records. 
 
16. Monitoring and Review 
This policy will be reviewed annually or sooner if required by changes in legislation, regulation, 
safeguarding guidance or organisational practice. 

The Board of Trustees is responsible for approving significant changes to this policy. 
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Contact 
If you have any questions regarding LMNS’s Data Protection Policy, or other concerns over 
privacy, please email the Head of Programmes at info@livemusicnow.scot who will be happy to 
discuss this further. 

This policy was last reviewed on 20 August 2026. 
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